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REMARKS/ARGUMENTS 

1.) Claim Amendments 

The Applicant has amended claims 16, 17, 27 and 28; no claims have been 
cancelled or added. Accordingly, claims 16-30 remain pending in the application. 
Favorable reconsideration of the application is respectfully requested in view of the 
foregoing amendments and the following remarks. 



2.) Claim Rejections - 35 U.S.C. §103(a) 

The Examiner rejected claims 16-30 as being unpatentable over Boden et at. (US 
6,330,562) in view of "A Public-key based secure Mobile IP," Zao, et a/, (hereinafter 
"Zao"). The Applicant traverses the rejections. 

Claim 16 has been amended to include a limitation previously included in claim 
17, and now recites: 

16. (Currently Amended) A secure communication method 
for allowing a mobile host to communicate with a correspondent host over 
a Virtual Private Network via a Security Gateway, the method comprising 
the steps of: 

negotiating at least one Security Association between the mobile 
host and the Security Gateway; 

negotiating at least one Security Association between the mobile 
host and a correspondent host of a Virtual Private Network; 

initiating a communication between the mobile host and the 
Security Gateway and sending an authentication certificate to the Security 
Gateway, the certificate incl uding data identifying a Security Association 
Which will be used for subs equent communication between the mnhilP 
host and th e correspondent host - and 

sending data packets, via the Secur ity Gateway from the mnhiia 
host to the correspondent ho st using the identified Security Association: 

wherein said data pa ckets are forwarded bv the Security Gateway 
to the correspondent host o nly if thev are authenticated bv the Security 
Gateway , (emphasis added)! 

The Examiner asserts that Boden discloses: 

"a secure communication method for allowing a mobile host to 
communicate with a correspondent host over a Virtual Private Network via 
a Security Gateway, the method comprising the steps of- 
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sending an authentication certificate to the Security GateLv ,h= 
ESTERS?' Wenti ^ 3 Securi * *~Sffi wStviil to 
^nS 6 ranr mUn,Cat ' 0n b *~ n ,he ™ blte h °* - £ 

GatL" TOSP ° ndent h ° rt ° nly if are authenticated 

The Applicant agrees the E^miner ma, Boden fails to disclose the noted 
hnun. of CH, 18. The Applicant, however, disagrees with the Examiner as to the 
disclosure of those limitations by Zao. 

ah , ? B ( f Ste,eS ' hal -Za ° *"* ISfcl Cert " iCate W '"'o-iatlon 

about ,den fy and network affiliation of meS e enti6e8 (SeourBy ^ as 

the p U b,, c key „ eoessav fof key generatjon ^ 

au*ent,ca„on cerBficate) these certificates and =h*n a «* sponse messages, the end 

hosts can rdentify themselves to the Mobility Agents (VPN gateway, and to one another 

I 0 ! ,.' Pa8 ,V 75 ' * ** Para9raPh> -" ^ EX3n,iner ' S *"-W-*n ot me 

First, the Examiner characterizes the -Mobility Agents" of Zao as "VPN 
gateways,' which, though no, stated, he apparently equates to Appiicanrs Securfty 
Gateway. A -Mob % Agent, as described by Zao, however, is oaxsB**: » „ ^ 
ganenc term used by Zao fo, a Home Agent or a Fore, gn Agem. (see column 1 
paragraph 1, page 373). These network layer agents "capture IP datagrams that are 
destined to the Mobile Node's oermane* IP atfrfmss h „ homa network and reiJlreot 
these datagrams using IP-IP encapsulation . . . to a temporary IP address, called the 
cam-of IP .defeat (COA), that is assigned to the Mobile Node while it is visiting a 
fore,gn «*»*.■ (emphasis in original). The Examiner does not provide an v v rr ^ for 
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equating this teaching of Zao to the invention recited in Applicant's claim 1, to wit; a 
secure communication method for allowing a mobile host to communicate with a 
correspondent host over a Virtual Private Network via a Security Gateway, wherein the 
mobile host initiates a communication between the mobile host and a Security Gateway 
and sends an authentication certificate to the Security Gateway, the certificate including 
data identifying a Security Ass o ciation which will be used for subsequent , 
communication between the mobile h ost and a correspondent hnst Second, the 
Examiner states, without anv support, that "it would have been obvious for data packets 
to be forwarded by the Security Gateway to the corresponding host only if the Security 
Gateway authenticates the hosts successfully." 

In rejecting Applicant's invention, the Examiner has impermissibly used hindsight 
by attempting to read back into the prior art the teachings of Applicanf $ own disclosure. 
The Examiner has used Applicants' claims as a blueprint to pick and chose elements 
from the prior art similar to Applicants' individual claim limitations, without regard to the 
manner in which those limitations have been combined by Applicant to effect a novel 
and useful improvement to the state of the art. Various bits of data or teachings of the 
prior art are not properly combined unless there is something in the prior art itself that 
suggests that those teachings could or should be combined. Both the suggestion for 
combining teachings to make the invention and its reasonable likelihood of success 
"must be founded in the prior art, not in the applicant's disclosure." In re Dow Chem. 
837 F.2d 469, 473 (Fed. Cir. 1988). Because the Examiner has failed to meet that 
burden, he has failed to establish a prima facie case of obviousness and, therefore, 
claim 16 should be allowed. 

Furthermore, whereas claims 17-28 are dependent from claim 16 and include the 
limitations thereof, and whereas independent claims 29 and 30 contain limitations 
analogous to claim 16, the Examiner has also failed to establish a prima facie case of 
obviousness thereof. 
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In view of the foregoing amendments and remarks, the Applicant believes all of 
the claims currently pending in the Application to be in a condition for allowance. The 
Applicant, therefore, respectfully requests that the Examiner withdraw all rejections and 
issue a Notice of Allowance for claims 16-30. 

Ihe Applicant requests a telephonic interview if the Examiner has any questions 
or requires any additional information that would further or expedite the prosecution of 
the Application. 



Ericsson Inc. 

6300 Legacy Drive, M/S EVR 1-C-1 1 
Piano, Texas 75024 

(972) 583-5799 
roger.burleigh@ericsson.com 



CONCLUSION 



Date: May 20, 2005 
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